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National Landscape
Cyberattacks: High Frequency, Devastating Impacts, and Fast Evolution
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National Landscape
High Frequency of Perceived and Actual Cyberattacks
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Based on data from Pew Research Center 



National Landscape
Most Targeted but Underprepared for Cyberattacks: Healthcare Organizations
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“In 2016, the Institute for Critical Infrastructure Technology declared healthcare 

as the most targeted yet underprepared sector within the United States’ critical 

infrastructures” 

Source: Becker’s Hospital Review and Iron Mountain

Source for response plan and insurance: 

HealthITSecurity

40%
of Healthcare Organizations have 

experienced a ransomware attack

69%
of healthcare organizations believe 

their data protection infrastructure 

is inadequate to recover from 

attacks

$5M
Potential Costs of Healthcare 

Breaches: $4M Reputational; $1M 

Remediation 

88%
of IT security budgets remained level 

since FY 2016 in the face of 

increasing cyberattacks

66%
of healthcare organizations have not 

developed a cyber incident response 

plan

Facts

50%
of healthcare organizations have cyber 

insurance (Of those with no cyber 

insurance, 15% have no plans to 

purchase insurance)

Risk Factors



Response Plan
Fully Operational Cybersecurity Incident Response Plan Allows for Rapid Response During Incidents
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CONTAIN

• Deploy the IT Team and outside help, if 

necessary

• Contain the crime scene – deploy stop 

loss procedures

• Maintain standard response 

procedures

• DON’T CHANGE ANYTHING without 

proper authorization

• Avoid alerting the perpetrator

• Image the affected systems

• Assess the risks to continued operation

• Provide regular updates to IT, IMT, and 

CMT

• Change passwords for 

individuals/groups with access to 

affected system

• Staff communication – don’t tell 

employees about incident? Just say 

downtime?

IDENTIFY

• Determine whether an incident has 

occurred

• Conduct an initial assessment

• Convene the IT Team

• Activate the IMT, if escalation is 

necessary

• Activate the CMT, if escalation is 

necessary

• Coordinate with third party 

providers

• Establish chain of custody

• Notify law enforcement, regulatory 

agencies, insurance company, 

forensic specialists, public relations 

firms, and credit card agencies, as 

appropriate
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Cybersecurity Event
Minimization of Effects Due to Constant Vigilance 
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151 Servers out of 492 Servers

• Archival Backup Systems

• Email Exchange System

• Centricity Perinatal System

• Scanning & Archive OnBase

• 3rd Party EHR “Bolt-on” Systems

Our Ability to See Patients 

Clinical Information Systems – Magic (current EHR) 

and Expanse (future EHR) 

Financial Systems

Accounts Receivable System

Picture Archiving and Communication System 

(PACS)

Employee Protected and Personal Information 

Payroll and Timekeeping System (Kronos)

Cyber Breach Impacted Systems Cyber Breach Failed to Impact
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Computing 

Resources 

Emanate Health 

on 1/26/19

A Very 

Sophisticated 

Attack

Disabled

Trend Micro

Services



Cybersecurity Event
Rapid Response, Robust Disaster Recovery Plan, and Foresight Prevented Potential Devastation  
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Hackers breached our system and were stopped soon after due to fast response time, disaster 

recovery plan developed in 2017, and engagement of cybersecurity law firm, cyber-forensics team, 

and restoration efforts

Saturday, January 26, 2019 
• 02:10 am: Ransomware Detected 

• 02:15 am: Incident Response Activated

• 04:20 am: Network/Systems Down

• 04:23 am: Disaster Site Put on Alert

• 04:30 am: Executive Team Updated

• 05:00 am Activate Command Center

• 05:00 am Print Downtime Reports

• Assess all Systems

• 07:00pm MEDITECH, PACS, Kronos – UP

• 11:20pm Internal Network Restored

Sunday, January 27, 2019 
• 7:00 am: Review Response

• 8:00am Command Center Open

• Review & Clean Systems 

Monday, January 28, 2019 
• 7:00am Command Center Open

• 8:00am Review Status with E-Team

• Activate Insurance 

• Engaged cybersecurity experts 

• Cybersecurity counsel

• Cyber-forensics team 

• Initiated reparation and restoration

5 min

140 min

16 hours

50 min

21 hours 

20 min

150 min

Time 

Elapsed



Response 
Insurance Mitigated Any Losses 
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❑ Duration: 1 Year 

❑ 7/1/2018 – 7/1/2019

❑ Limit: $7.5 Million 

❑ Premium: $87,000  

❑ Re-Insurance: $37.5 

Million 

❑ Retention: $250,000

❑ AIG to cover any losses 

❑ Collaborated with cybersecurity 

counsel

❑ Assisted us with data decryption 

and restoration

❑ Engaged pre-screened experts, 

attorneys, and forensics team 

Due to increasing cybersecurity attacks globally, our budget accounted for increased funds for 

cybersecurity protection year after year. We purchased cybersecurity insurance as a preemptive 

measure in June 2015.  

❑ Media Content Insurance 

❑ Security and Privacy Liability 

Insurance 

❑ Regulatory Action Sublimit of Liability 

❑ Network Interruption Insurance 

❑ Waiting Hours Period (12 hours) 

❑ Event Management Insurance 

❑ Cyber Extortion Insurance 

Key Elements Coverage AIG’s Role



Response
Implementation of Security Measures – In First Two Weeks After Attack 
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• Moved Electronic Health Record to private Cloud

• Implemented Managed Security Services – Fortigate Firewall 

Monitoring: live-person monitoring 24/7, 365 days per year

• Added additional Fortigate Security Tools – Firewall Web 

Application Filters

• Trend Micro Encryption across all machines and devices 

• Implemented additional security measures on Mimecast Email 

Gateway
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Cyber Response Results
Implementation of Security Measures 
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• Forensics Review and Audit – No Breach of PHI Data

• Commended Emanate Organization on the thoroughness of documentation and 

responsiveness provided 

• System was penetrated using stolen credentials – “Island Hopping” 

• Proposed mandate of anti-virus protection in all outside physician 

offices with access to our system 

• Implementing two factor – authentication across all remote users

• Reducing footprint of products in DMZ for Web Facing Access 

• Implementing disconnected backup strategy



Cyber Response Lessons Learned
Implementation of Security Measures 
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• Downtime documentation for staff needs to be more robust

• Disconnected backup strategies

• Physical verses virtual machines

• Encryption of data at rest for all PHI/PII

• Improve alert monitoring of events – password updates, firewall 

traffic monitoring

• System dependency mapping

• Communication strategies – for organizational updates during 

event



Proposed Backup Architecture
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32 Rolling Daily Snaps
5 Rolling Weekly Snapshots

12 Rolling Monthly Snapshots
RPO – 1 Day Min to 1 Year Max

QVH Tape Library Offsite Vault

32 Rolling Daily Backups
5 Rolling Weekly Backups
2 Rolling Monthly Backups

RPO – 1 Day Min to 2 Months Max

371 Rolling Weekly Backups (7 
Years)

RPO – 1 Week Min to 7 Years 
Max

Veeam 
Proxy 

Servers

Veeam Enterprise 
Manager Server

7 Rolling Daily Backups
1 Rolling Weekly Backup

RPO – 1 Day Min to 7 Day Max

 ICH StoreEasy VM 
Repository 

7 Rolling Daily Backups
1 Rolling Weekly Backup

RPO – 1 Day Min to 7 Day Max

QVH StoreEasy VM 
Repository

 QVH StoreOnce 
VM Repository

32 Rolling Daily Snaps
5 Rolling Weekly Snapshots

12 Rolling Monthly Snapshots
RPO – 1 Day Min to 1 Year Max

FPH StoreOnce VM 
Repository Replication



Key Takeaways

A Strong Organization with 
Engaged Staff and Physicians 
Dedicated to Living Our Mission 
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To help people keep well in body, mind and spirit by 

providing quality health care services in a safe, 

compassionate environment.

R E S O L V ET E A M W O R K I N N O V A T I O N

C O M M U N I C A T I O NA C C O M O D A T I O N C O M P A S S I O N

Lessons Learned
We are part of a strong organization. 

Our Mission 
Under threat, we continued living our mission in every moment. 

Commendation
We continue to commend our employees 

and physicians for their dedication and 

efforts.


